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Network Address Translation (NAT)
● By default, a private IP network is completely isolated from the Internet.

● NAT is a technique allowing hosts within a private network to communicate with 
the outside.

● The combination of NAT and private networks is a particularly popular technique in IPv4 
networks because the pool of available public IPv4 addresses is exhausted. 

● Main principles:

§ A specific kind of router (often called “NAT gateway”) connects a private network Npriv to a public 
network Npub

§ For each packet, this router performs two steps: (1) packet modification + (2) traditional routing

§ From the “outside”, the packets sent by hosts within Npriv seem to originate from the NAT router. In 
other words, the NAT router “hides” the hosts of the private network.



R. Lachaize, T. Ropars 88

NAT – Details (1/3)
● Packet modifications – IP addresses:

§ For outgoing packets: When the router receives an IP packet from a host A in Npriv, 
the router modifies the “sender IP” in the packet (replacing A’s address with its own 
address).

§ For incoming packets: When the router receives an IP packet from Npub, the router 
modifies the “destination IP” in the packet (replacing the router’s public address with 
the private address of the recipient in Npriv).

● Packet modifications – Port numbers:
§ In fact, simply modifying the IP addresses is not sufficient. The port numbers (in 

the TCP/UDP headers) must also be modified, because several hosts in Npriv can use 
the same (client or server) port numbers.

§ Therefore, in order to avoid ambiguity, the NAT router must remap the port numbers 
used by the client and server applications running on the hosts of Npriv.
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NAT – Details (2/3)
● Example scenario 1: TCP client on Npriv and TCP server on public network

IP      src: 192.168.0.25     dst: 195.220.198.93 
TCP  src:  33000               dst: 443

client 
machine

private network

NAT 
gateway

server 
machine

Internet

IP      src: 129.44.22.138 dst: 195.220.198.93 
TCP  src:  55400 dst: 443

IP      src: 195.220.198.93    dst: 192.168.0.25 
TCP  src:  443                      dst: 33000

IP      src: 195.220.198.93     dst: 129.44.22.138 
TCP  src:  443                       dst: 55400

NAT mappings table

1 3

46

TCP 192.168.0.157 15250 21200

TCP 192.168.0.112 33000 48300

TCP 192.168.0.25 33000 55400

… … … …

NAT gateway public address:
129.44.22.138

Step 2: NAT gateway performs lookup in 
the mappings table and creates new entry 

if necessary

2

Step 5: NAT gateway 
retrieves mapping in the table

5
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NAT – Details (3/3)
● Example scenario 2: TCP client on public network and TCP server on Npriv

IP      src: 195.220.198.93     dst: 192.168.0.25 
TCP  src:  42700                   dst: 443

server 
machine

private network

NAT 
gateway

client 
machine

Internet

IP      src: 195.220.198.93    dst: 129.44.22.138 
TCP  src:  42700                  dst: 443

IP      src: 192.168.0.25    dst: 195.220.198.93 
TCP  src:  443                  dst: 42700

IP      src: 129.44.22.138 dst: 195.220.198.93 
TCP  src:  443                      dst: 42700

NAT mappings table

13

4 6

TCP 192.168.0.157 15250 21200

TCP 192.168.0.216 443 4430

TCP 192.168.0.25 443 443

… … … …

NAT gateway public address:
129.44.22.138

2

5

Warning: In that case, step 2 
can only succeed if the NAT 

gateway admin has set up the 
port forwarding information in the 
mappings table.


